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Privacy and Confidentiality

Privacy and confidentiality: To ensure that personally identifiable information
about a pafron and the materials a patron has borrowed is confidential
information and may not be made available to any other person or
governmental agency except through proper legal process, court order, or
subpoena (M.S. Chapter 13. Government Data Practices, M.S. 13.40 Library and
Historical Data)

Purpose

This policy will provide the guidelines and framework for library staff members to
appropriately protect patron privacy and data and handle request for public
data. All City of Fergus Falls policies and procedures related to government
data also apply at the library. However, this additional policy is necessary to
address data practices that are unique to the library.

Roles and Responsibilities

Library staff and volunteers safeguard the privacy of library records in
accordance with state and federal law and the policies of the City of Fergus
Falls and the Viking Library System. Library staff and volunteers follow the Code
of Ethics of the American Library Association and “protect each library user’s
right to privacy and confidentiality with respect to information sought or
received, resources consulted, borrowed, acquired, or transmitted.”

Library patrons have the responsibility to safeguard their personal privacy, report
lost library cards, manage their library accounts and be aware that the library
cannot protect the privacy of data transmitted to third parties via the Internet.

Data Collection and Retention

The library collects and retains data necessary for the provision and
management of library services. The library may also collect and retain data
that is needed for the provision of optional services designed for the added
interest and convenience of library patrons. Patron data includes, but is not
limited to, information associated with borrowing library materials and
requesting information, using the library’'s computers and wireless service,
reserving library meeting rooms, and accessing downloadable and other
resources via third party vendors.

The library will inform individual patrons of the necessity, purpose and intended
use of the requested data (Minnesota Statutes 13.04, subd. 2)
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The library follows the same record retention policy as the City of Fergus Falls
which adheres to the guidelines established in the “General Records Retention
Schedule for Minnesota Cities” (see attachment) and Viking Library System data
retention practices as applicable.

Patron accounts that have not been used are periodically purged from the
system provided no fines or fees are attached to the patron’s record.

Private Data and Disclosure

In accordance with Minnesota Statute 13.40, subdivision 2, the following data is
private and may not be disclosed for other than library purposes except
pursuant to a court order:

Data that link a library patron’s name with materials requested or borrowed;
Data that links a patron’s name with a specific subject about which the patron
has requested information or materials; or

All data (other than the name of the applicant) provided as part of a library
card application.

Exceptions may be made under the following circumstances:

Patrons may access data that is about themselves.

ltems on hold for patrons may be released to a family member or other person
who resides with a library patron and who is picking up the material on behalf of
the patron. A patron may request that reserved materials be released only to
the patron. (Minnesota Statutes 13.40, subd. 2(b))

Private data may be disclosed to a parent or guardian of a minor or vulnerable
adult. In the case of a minor, the library shall, upon request by the minor,
withhold data from parents or guardians if the library determines that
withholding the data would be in the best interest of the minor. (Minnesota
Statutes 13.02, subd. 8 & 12)

The library’s Circulation Policies and Procedures Manual outlines staff roles and
responsibilities for disclosing private data under these circumstances. The Library
Director will ensure staff and volunteer training mechanisms are in place to
comply with the law and protect patron privacy.
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Third Party Security

The library is not responsible for protecting personal information gathered by
outside websites.

Compliance

The Fergus Falls Public Library will not share data on individuals with third parties
unless required by laws. Patrons who have questions, concerns, or complaints
regarding the library’s handling of their privacy and confidentiality rights should
file written comments with the Library Director.

Only the Library Director or designee is authorized to receive or comply with
request from law enforcement officers. Library records will not be made
available to any agency of the state, federal, or local government unless the
library is served with a subpoena, warrant, court order, or other authorized
request that legally requires compliance.

Associated Policies and Laws

This document is not intended to provide legal advice. Please note that State
and Federal Laws may change over time, and the information in this policy may
not be completely current. The Library Board and library staff will update the
policy in a timely manner as they become aware of any applicable changes.

This policy is subject to all federal, state, and local laws and policies including
but not limited to:

American Library Association. Code of Ethics

Minnesota. Government Data Practices Act

Minnesota. Administrative Rules 1205.0500. Access to Private Data Concerning
Data Subjects Who Are Minors

United States. Children's Online Privacy Protection Act

United States. Electronic Communications Privacy Act

United States. USA PATRIOT Act

Adopted: January 24, 1987
Revised and approved: September, 9, 2024; December 11, 2023
Approved by the City Council: January 2, 2024
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